LESSON 3

MIJI REPORTS

TASK:
Compose initial MIJI reports.



CONDITIONS:
Given Lesson 3 material, paper, pencil, and without supervision.



STANDARDS:
Demonstrate competency of task skills and knowledge by correctly responding to 70 percent of the multiple-choice test covering MIJI reporting.


REFERENCES:
FM 24-35

Learning Event 1:

UNDERSTANDING THE INITIAL MIJI REPORT.

1.  ECCM procedures/MIJI reporting.


a.   Meaconing, intrusion, and jamming are deliberate actions intended to deny an enemy the effective use of the electromagnetic spectrum.  Interference is the unintentional disruption of the effective use of the electromagnetic spectrum by friendly, enemy, or atmospheric sources.  Collectively, meaconing, intrusion, jamming, and interference incidents are referred to as MIJI incidents.

b.   We use the MIJI reports to document all disruptions of our use of--

(1)  Radios.

(2)  Radars.

(3)  Navigational aids (NAVAIDs).

(4)  Satellites.

(5)  Electro-optics.

c.  Disruptions caused by equipment malfunctions or destruction are exceptions.  The MIJI report serves two distinct purposes.  First, it provides information to the tactical commander allowing timely decisions to be made to overcome the MIJI

problem. Second, it provides a historical record of MIJI incidents from which appropriate electronic counter-countermeasures(ECCM) techniques and measures can be developed.  This helps us to counter future attempts by the enemy to deny us the effective use of the electromagnetic spectrum.

d.  For the purpose of this subcourse, we will only discuss the MIJIFeeder Voice Template Report (MFVTR).  This item provides specific instructions for the completion of MIJI reports for both communications and noncommunications emitters.  In order to fulfill the two distinct purposes stated in the previous paragraph, these MIJI reports are of two types.  The MFVTR is a brief report of a MIJI incident which serves as a decision-making tool for a command.  The MIJIFeeder Record Report (MFRR) is a complete report of a MIJI incident which provides a historical record from which appropriate ECCM techniques and measures can be developed.  For distribution of MFRR, see AR 105-3.

2.  Definitions.  The following types of interference may be

experienced:

a.   Meaconing is a system of receiving radio beacon signals from NAVAIDs and rebroadcasting them on the same frequency to confuse navigation.  The enemy conducts meaconing operations against us to prevent our aircraft and ships from arriving at their intended targets or destinations.  When enemy meaconing operations are successful--

(1)  Aircraft are lured into hot landing zones or enemy

airspace.

(2)  Ships are diverted from their intended routes.

(3)  Bombers expend ordinance over false target areas.

(4)  Ground stations receive inaccurate bearings or position locations.

b.  Intrusion is the intentional insertion of electromagnetic energy into transmission paths with the objective of deceiving equipment operators or causing confusion.  The enemy conducts intrusion operations against us by inserting false information into our receiver paths.  This false information may consist of voice instructions, ghost targets, coordinates for fire missions, or even rebroadcasting of prerecorded data transmissions.

c.  Jamming is the deliberate radiation, reradiation, or reflection of electromagnetic energy with the object of impairing the use of electronic devices, equipment, or systems.  The enemy conducts jamming operations against us to prevent us from effectively employing our radios, radars, NAVAIDs, satellites, and electro-optics.

d.  Interference is any electrical disturbance which causes undesirable responses in electronic equipment.  As a MIJI term, interference refers to the unintentional disruption of the use of radios, radars, NAVAIDs, satellites, and electro-optics.  This interference may be of friendly, enemy, or atmospheric origin. For example, a civilian radio broadcast interrupting military communications is interference.

3.  Individual Responsibility.  The individual who experiences interference is responsible for reporting the incident.  However, before initiating an interference report, restoration of the net to an acceptable level of service is the first responsibility. The receiving antenna should be disconnected to ensure the interference is from an external source.  Electrical generators, overhead power lines, and friendly equipment located nearby should be examined as possible causes of the interference.  When satisfied that local corrective action will not eliminate the interference and jamming is suspected, the antijamming measures in paragraph 4a should be followed in the order listed.

4.  ECCM Procedures.

a.  Antijamming measures.  Interference or jamming on plain-language and secure voice nets may be experienced in degrees ranging from mere nuisance interference, in which case the primary mode of communications can still be maintained, to total degradation of the net, in which case an alternate frequency or another means of communications may have to be used.  Due to the wide variety of operating environments, net configurations, and variance in degrees of interference that may be experienced, a number of antijamming measures or combinations thereof may be necessary to solve a particular jamming problem.  Radio operators should first attempt to work through the jamming.  Regardless of the intensity of the jamming, operators will not reveal in the clear the existence of success of enemy jamming.

(1)  For all communications nets:

(a)  Remain calm.

(b)  Continue to operate on primary frequency.

(c)  Observe radio discipline at all times.

(d)  Adjust the fine tuning, gain or volume control, bandwidth selector, crystal filter, and/or other controls peculiar to the equipment being used.

(e)  Increase transmitter power.

(f)  Re-orient or re-site the antenna or change its polarization.

(g)  Speak slower, shorten transmissions.

(2)  For plain-language nets:  If the above measures are unsuccessful, the following steps will be taken:

(a)  The NCS will conduct a listening check on one or more of the antijam/alternate (AJ/ALT) frequencies listed for that time period to identify a usable frequency.

(b)  The NCS will then direct all stations (via another means of communications, if possible) to move to the new frequency.

(c)  In all cases, an authorized COMSEC system (for example, a numeral cipher system used in conjunction with an authorized brevity list) must be used when ordering a frequency change over a plain-language net.

(d)  For those lower echelon nets not having preassigned AJ/ALT frequencies, the NCS will contact the signal officer by any available means and request a spare frequency.  (Caution must be taken to avoid revealing that a frequency change is being made.)

(3)  For secure voice nets:  Antijam measures in (1) above are also applicable to secure voice nets and should be followed first in an attempt to work through the jamming.  If these measures are unsuccessful, the following steps will be taken to ensure that all communications are conducted in the CIPHER mode.

(a)  Remain in the CIPHER mode.  If the jamming is NOT totally disruptive on the primary frequency and the NCS is reasonably sure that all stations will hear the order for the frequency change, he may decide to execute the change in the CIPHER mode.  Before directing the change, the NCS will conduct a listening check on the AJ/ALT frequencies listed for that time period and identify a usable frequency.  The NCS will then order all stations to move to the new frequency.

(b)  Remain in the CIPHER mode.  If the jamming is totally disruptive on the primary frequency and occurs before the NCS can direct a frequency change in the CIPHER mode, each station will automatically move to the first AJ/ALT frequency listed for that time period (for example, DIV AJ/ALT 1) and maintain a listening watch while waiting for direction from the NCS.

(c)  If the NCS does not call after five minutes on the first AJ/ALT frequency, all stations will automatically move to the second AJ/ALT frequency listed and maintain a listening watch while waiting for the NCS call.  If the NCS does not call within five minutes, the procedure described above is repeated on each successive AJ/ALT frequency listed thereafter until a frequency is found that will support cipher communications.  By prior

arrangement, the NCS may direct all stations to move to successive AJ/ALT frequencies at intervals less than five minutes if the tactical situation dictates.  Relay procedures will be used by the NCS, or designated station(s), to contact any station that did not respond to the NCS call on the new frequency.

(d)  If the measures in (3) above are unsuccessful (for example, cipher communications cannot be reestablished automatically), an alternate means of secure communications, including courier, should be used to either order a frequency change or, if required, transmit operational traffic.

(e)  If an alternate means of secure communications is not available and cipher communications cannot be reestablished automatically, the NCS will conduct a listening check on one or more of the listed AJ/ALT frequencies to identify a frequency usable for cipher communications.  The NCS will then transmit in the PLAIN: GO CIPHER 1, 2, or 3, depending upon which numbered frequency is usable.  This message will be transmitted via the plaintext override designated frequency and resume cipher communications.  This procedure may be used without benefit of call signs and call procedures.  Transmission authentication by the NCS is mandatory following the GO CIPHER transmission.  The NCS may shorten the prowords GO CIPHER 1, 2, or 3 to GO 1, GO 2, GO 3, when the tactical situation dictates that overt references to the unit intent to use cipher communications should be avoided.

(f)  If extreme circumstances force a secure voice net to operate exclusively in the PLAIN mode, standard radio- telephone procedures as outlined in ACP 125 are applicable.

NOTE: The antijam measures outlined in paragraph 4a above are not intended to supplant the radiotelephone and antijamming procedures found in ACP 125 and US SUPP-1 to ACP 125 and other pertinent ACPs, KAOs, ARs, and FMs; but rather to supplement these publications and emphasize certain procedures.  Therefore, communications operators must first be thoroughly familiar with the information, guidance, and procedures contained in these publications to ensure that-- 

· The full range of operating instructions for plain-language, secure voice and mixed nets are well understood.

· All operators possess thorough knowledge of the functional and signal characteristics of the communications equipment in use.

· All forms of jamming most likely to be encountered have been reviewed and their signal characteristics fully understood.

(g)  The skilled communications operator is still the most effective defense against electronic countermeasures (ECM).

b.  Anti-intrusion measures.  Authentication remains the best method of protecting a communication or command system against fradulent transmission or simulation.  The authentication instructions in this SOI list those instances in which authentication is mandatory.

Learning Event 2:

USING THE JINTACCS FORMAT FOR INITIAL MIJI REPORT.

1.  MIJI reports.

a.   General.  Field MIJI reports serve two distinct purposes. First, initial MIJI reports facilitate battlefield evaluations of the enemy's actions or intentions and provide data for tactical countermeasures as appropriate.  Secondly, complete and accurate follow-up reports ensure MIJI incidents are documented and evaluated on a national level, thus providing data for a continuing study of foreign electronic warfare capabilities and activities.  These reports must conform to the US Message Text Format System called JINTACCS.  To meet these diverse needs, field MIJI reports will be of two types--

(1)  An abbreviated initial report, MFVTR (see Figure 14), which replaces the MIJI 1 report, containing only those items of information necessary to inform headquarters of the incident and enable them to initiate evaluative or retaliatory actions as appropriate.

(2)  A complete follow-up report, MFRR, which replaces the MIJI 2 report, containing all details of the incident which will be forwarded to the Joint Electronic Warfare Center at San Antonio, Texas//OPM//.  Refer to AR 105-3 for instructions to complete MFRR.

b.   MIJI reporting procedures.

(1)  The MFVT report is forwarded through the chain of command to the unit operations center by the equipment operator experiencing the MIJI incident.  The report should be forwarded using the most expeditious secure communications means available.

(2)  Upon receiving the MFVT report, the unit operations center takes the following actions:

(a)  Coordinates the unit response to the MIJI incident with the unit operations officer, signal officer, intelligence officer, fire support officer, and unit commander(s), as applicable and appropriate.

(b)  Consolidates MFVT reports which refer to the same MIJI incident.

(c)  Forwards one MFVT report per MIJI incident through operations channels to the corps operations center as appropriate. This report should be accompanied by any requests for support deemed necessary by the command to overcome the MIJI problem. 

(d)  Initiates staff action to complete the MFRR as quickly as possible.  (Coordination will not delay reporting the incident within a 24-hour period.)

(3)  Upon receiving the MFVT report, in the process of forwarding it through operations channels, each operations center takes the following actions:

(a)  Provides support as requested by the unit submitting the MFVTR, if possible and deemed appropriate by the command.

(b)  Informs the operations officer, signal officer, and intelligence officer of the details of the MIJI incident.

c.   Report format and contents.

(1)  The ten line MFVTR has been developed for use within the US Army.  Its simple format conforms to the JINTACCS format and permits the expeditious notification of appropriate action elements within our commands.  The MFVTR contains the following information in the JINTACCS format which must be encrypted unless sent over secure radio circuits:

   Line 1 or Unit - Use this line to report MIJI victim.

   Line 2 or Type - Use this line to report type of MIJI incident, meaconing, intrusion, jamming, interference, chaff, or others.  (Others must be explained on line 8.)

   Line 3 or Location - Enter the friendly unit location at the time of the incident.  Use latitude/longitude or grid coordinates.

   Line 4 or Ontime - Enter two digits each for day, hour, minutes; and one letter for the time zone for the start of the MIJI incident.  

Line 5 or Offtime - Enter the time as in the ontime line when the MIJI incident stops.

   Line 6 or Effects - Enter the nomenclature or name of the equipment affected.

   Line 7 or Frequency - Enter the frequency in use at the time the MIJI incident occurred.

Line 8 or Narrative - Use free text (clear text) as necessary to explain any entry made on the above lines.

Line 9 or Time - Enter two digits each for the hour and minutes, and one letter for the time zone for the time the message was written.

Line 10 or Authentication Is - If required, authentication will be entered in accordance with separate instructions.

(2)  For an example of this initial MIJI report in the current JINTACCS format, the MFVTR, refer to Figure 14. 
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